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A Deep Dive into Compliant 
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ERC-3643 Overview 

 
 Standardized Compliance and Identity Verification: Emphasizes 

compliance through embedded transfer rules in tokens and rigorous 
identity verification using ERC-734 and ERC-735 standards and 
ONCHAINID, which could enable use for regulated securities 
applications. 

 

 Asset Tokenization: Supports a wide range of real-world asset 
(RWA) tokenization, including securities, commodities, e-money, and 
loyalty programs. 

 

 Interoperability and Upgradability: Ensures compatibility with 
Ethereum Virtual Machine (EVM) and ERC-20 standards and features 
upgradable smart contracts. 

 

 Enhanced Liquidity and Cost Reduction: Aims to facilitate 
increased asset liquidity and reduce transaction fees through 
automated onchain settlement. 

 

 Control and Customization: Allows issuers/agents to retain control 
over tokens and offers high customization regulators require for 
issuing and trading securities in certain jurisdictions. 
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Summary 

Problem: The existing token standards do not sufficiently align with 
regulatory requirements, which presents challenges in tokenizing Real-
World Assets (RWAs) and securities while maintaining legal compliance and 
mitigating risks for issuers and investors. That creates potential risks for 
both issuers and investors. Additionally, the absence of compliance 
enforcement at the token level has limited the integration of securities and 
other regulated assets into decentralized finance. 

Solution: ERC-3643 is an open-source, ERC-20-compliant suite of smart 
contracts that enables issuing, managing, and transferring permissioned 
tokens on public networks. It is designed to address the limitations of 
previous ERC proposals and focuses on compliance and regulatory 
adherence. 

It is dedicated to the public domain under the permissive CC0 license, which 
allows end users to use, distribute, and modify the software without any 
restrictions, even for commercial work.  

Technical level: The Ethereum ecosystem has approved the ERC-3643 
standard, enabling wider deployment and adding specific functions and 
protocols that enable on-chain compliance enforcement. 

In practice: ERC-3643 involves several key components, including a token 
(representing the underlying on-chain or off-chain asset), investor identity 
registry and storage, trusted issuer’s registry, claim topics registry 
(definitions of token governance), and modular compliance interfaces. 

Acronyms used: 

T-REX = Token for Regulated EXchanges 

RWA = Real-World Assets 

EVM = Ethereum Virtual Machine 

STO = Security Token Offering 
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Introduction 
To fully understand the ERC-3643 standard, it is important to first explore 
the challenges that arise when attempting to tokenize regulatory-
compliant assets on EVM-compatible blockchains. These challenges form 
the foundation upon which ERC-3643 was developed and understanding 
them is essential for appreciating the standard's purpose and benefits. 

Foundational Token Standards and Their Limitations 

The prevalent token standards on Ethereum, such as ERC-20 for fungible 
tokens and ERC-721 for non-fungible tokens (NFTs), serve as the 
backbone for most digital assets on the network. These standards have 
catalyzed the widespread adoption of digital tokens by providing a 
uniform set of rules for token implementation. However, they fall short 
when it comes to embedding regulatory compliance into the token's 
functionality. This limitation is particularly problematic for regulated 
securities and other regulated assets, which require adherence to strict 
frameworks set by regulators. Ensuring compliance is typically separated 
from the token's protocol layer, placing the onus on token issuers and 
validators to perform due diligence—a model that is both inefficient and 
prone to error. 
 
The need for compliance integration directly within the token's smart 
contract architecture is a matter of regulatory necessity and a significant 
UX hurdle. Participants in the regulated token market must navigate a 
complex web of legal requirements, which can deter engagement and 
investment. Just as the inseparability of private keys and user addresses 
in traditional wallets presents a UX challenge regarding security and 
recovery, the need for integrated compliance measures in token 
standards poses a barrier to the broader adoption of asset tokenization. 
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Figure 1: Comparative Analysis of ERC Token Standards 
 
 

 
 

Before we examine how ERC-3643 tackles the challenges mentioned 
earlier, it is essential to establish a clear understanding of Real-World 
Assets (RWAs) and tokenized securities. These concepts form the 
foundation upon which ERC-3643 is built, and a solid grasp of their 
meaning is crucial for appreciating the standard's necessity and value. In 
the following sections, we will define RWAs and tokenized securities, 
providing the context needed to fully comprehend the role of ERC-3643 in 
the ecosystem. 
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Real-World Assets 
(RWAs) 
 

 

RWAs are tangible or intangible assets in the physical world and are 
represented digitally on a blockchain. 
 

"Off-chain" refers to activities or assets that are not recorded or stored on 
the blockchain but exist or operate outside it. That often contrasts with 
"on-chain" assets or activities natively recorded and managed on the 
blockchain, such as cryptocurrencies.  
 

In the context of RWAs, "off-chain" could refer to the physical, tangible 
assets that exist in the real world outside of the blockchain. These assets 
include real estate, commodities, existing or traditional financial 
instruments, such as equities and bonds, and intellectual property (IP). 
 

Native on-chain assets related to the physical world refer to assets with a 
direct, one-to-one representation on the blockchain. For instance, a piece 
of real estate or a work of art could be represented as a digital token on 
the blockchain, which reflects the ownership and the value of the physical 
asset. This process ensures the authenticity and ownership of the asset 
and enables seamless transactions and interactions in the digital world1.  
 

High-value assets can be segmented into many finite elements, with each 
token representing a fraction of the asset's value. As a result, there will 
be one token smart contract per asset, but the token supply will 
determine the fractionalization of that asset. It removes barriers to entry, 
allowing individuals to become fractional owners of such assets more 
efficiently and introducing new capital into the market. 
 

Tokenization aims to bridge the gap between these off-chain assets and 
the on-chain world. By representing a physical asset with a digital token 
on the blockchain (tokenization), these off-chain assets can interact with 

 
1 The understated advantage here is faster finalization. Traditional asset settlements can take days due to 
intermediaries and paperwork. Blockchain transactions are finalized much faster, often in minutes, reducing 
settlement times and counterparty risk. 



 

 

on-chain systems, gaining the benefits of blockchain technology such as 
immutability, transparency, and easier transferability2. 
 

However, integrating RWAs into DeFi presents regulatory challenges. It 
requires robust compliance measures, such as KYC/AML compliance, 
differing jurisdictional requirements for investors, securities law, and tax 
compliance in certain jurisdictions, and overall adherence to offering 
terms throughout a token’s lifecycle. Despite the benefits, tokenizing 
physical assets comes with risks, such as regulatory obstacles and the 
need for secure and compliant infrastructure. 
 

Despite those obstacles, the market for RWA tokenization is experiencing 
significant growth, with projections indicating a substantial expansion in 
the coming years. A report from Boston Consulting Group (BCG) and 
ADDX highlights the potential of asset tokenization, estimating that it 
could reach $16 trillion by 2030, accounting for 10% of the global GDP. 
According to DeFiLlama, the total value of tokenized RWAs hovers near 
$3.915 billion as of March 5, well below the all-time high of approximately 
$6.3 billion in late October, indicating immense potential for further 
expansion.  
 

 
 

 
2 It's crucial to understand that this transparency is nuanced. It doesn't imply open visibility of sensitive 
business data. Advanced privacy-preserving technologies like zero-knowledge proofs (ZKPs), exemplified by 
projects like PolygonID for managing private identity data, ensure that transparency is tailored—accessible 
only to authorized parties, maintaining confidentiality where needed. ONCHAINID, which is compatible with 
PolygonID and used by ERC-3643, allows for this tailored transparency in tokenizing real-world assets and 
securities. 
 

 

7



 

8 
 

 
 

 

 
 

 

This growth is driven by the increasing demand by a broader range of 
investors for access to private markets, such as private equity, hedge 
funds, and real estate. Tokenization facilitates this by significantly 
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reducing overhead and, thus, the minimum required lot sizes, making 
investments traditionally exclusive to institutions accessible to eligible 
individual investors. The fractionalization and borderless nature of 
tokenized investments contribute to this growth. Moreover, tokenization 
addresses the illiquidity of many assets today, enabling more efficient 
markets with easier distribution and trading among investors. 
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Tokenized 
Securities 

 

 

Tokenized securities, a subset of security tokens, represent the 
digitalization of traditional securities onto the blockchain, such as equity, 
debt, or funds.  This distinction highlights the unique advantages of 
tokenized securities, including fractional ownership, global accessibility, 
reduced administrative costs, enhanced transparency, and security, 
setting them apart from conventional securities . 
 
The ability to enforce compliance and maintain control that eliminates 
local and international regulator concerns is important, as issuers will be 
subject to regulatory oversight in certain jurisdictions. Using a token 
standard that ensures compliance and enables tracking of ownership 
through digital identities could enforce compliance and be presented to 
a regulator as part of approval for securities applications. 
 

Regulated Tokenization: Securing Real-World Assets on 
the Blockchain 

Blockchain tokenization embeds the economic and legal rights of an asset 
into a digital token. A Bank for International Settlement bulletin (n#72) 
describes the value of blockchain tokenization as enabling tokens to hold 
more than just a “core” layer of information but also to embed the rules 
and logic governing a token’s activities into the token itself (i.e., in a “
service layer”). That allows for seamless and secure on-chain 
transactions, adherence to regulations, and simplified asset management. 
 

Imagine an art gallery that wants to make a painting more accessible to a 
broader group of investors. Traditionally, such an investment would 
require significant capital and be limited to a single owner or a small 
group of investors. However, tokenization redefines this scenario by 

 
 

 

allowing the gallery to issue digital tokens representing fractional 
ownership of the painting. 
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Each token symbolizes a share in the ownership of the artwork, entitling 
the holder to a proportion of any future sale profits and, hypothetically, 
voting rights on decisions regarding the artwork's display or sale. Instead 
of a single transaction to sell the painting, the gallery can issue numerous 
tokens, making investing in the art piece accessible to a larger market 
and providing future liquidity potential in whole or fractional quantities for 
existing owners.

 
 
As with tokenized securities, tokenization of real-world assets (with 
existing economic and legal rights) introduces compliance and regulatory 
considerations, including KYC/AML compliance, creation and protection of 
contractual rights, and particular securities law and tax compliance 
requirements in certain jurisdictions. A standardized protocol like ERC-
3643 allows for a consistent framework to address these considerations 
and provides a platform for further adjustability in response to differing 
jurisdictions.

 
 
For a real-world example, Rubey's platform utilizes the ERC-3643 
standard for tokenizing artworks, making fractional ownership accessible 
to retail investors via Art Security Tokens (ASTs) registered on the 
Polygon blockchain. Their method seeks to address regulatory compliance 
and investor protection by integrating ONCHAINID for identity verification 
and transaction eligibility. 

 
 
As a second example, consider a commercial building aiming to diversify 
its investor base and raise capital by offering smaller ticket sizes to a 
broader investor group. In this case, tokenization would offer efficiencies, 
and the process would be similar to the art gallery example:

 
 
Asset Identification: The building is selected for tokenization, and the 
number of tokens representing fractional ownership is determined.

 
 
Regulatory Compliance: Legal requirements are met to help with 
compliance with securities regulations, which may include establishing 
terms for the token offering and any restrictions on the token’s use by 
investors.

 
 
Token Creation: A smart contract is deployed to define token attributes, 
such as compliance parameters and transaction details.
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Investor Onboarding: Prospective investors undergo KYC/AML 
procedures, gaining eligibility to trade tokens upon verification. 
 

Token Distribution: Tokens are distributed to investors through 
compliant channels, with the issued tokens securely held in their wallets. 
As the tokens are linked to investors’ digital identities, investors can hold 
the tokens in either a custodian or non-custodial wallet. The token 
recovery feature empowers issuers to recover tokens. 
 

Automated Compliance: Smart contracts enforce ongoing compliance, 
managing regulatory requirements throughout the asset lifecycle. 
 

Transparent Audit Trail: All transactions are recorded on the blockchain 
linked to the digital identities of investors, providing real-time 
transparency and auditability into asset ownership and management. 
 

Through tokenization, the commercial building becomes accessible to a 
wider range of investors, democratizing real estate investment 
opportunities while maintaining regulatory compliance. 
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The positions (balance) of tokens on the token smart contract that act as a proof of ownership.
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Utility Tokens 

Unlike their tokenized security counterparts, utility tokens primarily serve 
a specific function within their native ecosystems, acting as a means to 
access a service or operate a network. The regulatory landscape for utility 
tokens remains relatively ambiguous in most jurisdictions (for example, 
the U.S. Securities and Exchange Commission (SEC) does not recognize 
the distinction, and it has been evident in its view that most tokens are 
securities under U.S. law, lacking the stringent oversight characteristic of 
securities. This distinction becomes starkly apparent in the context of 
token offerings. Initial Coin Offerings (ICOs), which focus on utility tokens, 
present a simpler lifecycle. Once distributed, the governance and value of 
these tokens are primarily dictated by their utility and the economic 
principles of their ecosystems.  
 

In contrast, Security Token Offerings (STOs) operate under a different 
paradigm, leveraging blockchain technology for token issuance, a registry, 
a definitive proof of ownership, and a mechanism for secure and 
transparent transfer. These tokens represent securities, which are heavily 
regulated financial instruments. As such, STOs are bound by frameworks 
set by regulators of the jurisdictions in which they are issued and traded. 
That necessitates a complex lifecycle for security tokens, wherein issuers 
and their designated agents, as well as protocols and platforms, remain 
responsible for applicable regulatory compliance, investor interactions, and 
even the execution of corporate actions long after the tokens are issued. 
The contrast is evident: while utility tokens are built to offer 
straightforward, function-driven utility with the aim of minimal regulatory 
encumbrance, security tokens embed the complexity and rigor of 
traditional securities into the innovative realm of blockchain technology. 
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EVM-compatible token standards like ERC-20 and ERC-721 catalyzed the 
initial wave of digital asset adoption of securities tokens by creating a 
uniform token framework. These are the leading standards used for RWAs 
today. However, they inherently lack the mechanisms proper for 
regulatory compliance and introduce technical challenges when 
attempting to address and scale, for example, KYC/AML compliance, 
differing jurisdictional requirements for investors, and a token’s overall 
adherence to its offering terms throughout its lifecycle. We will explore 
these commonly used standards below to understand their limitations and 
why ERC-3643 is needed. 
 

ERC-20 

ERC-20 is a technical standard used for creating fungible tokens on the 
Ethereum blockchain. It defines a set of rules developers can follow to 
create their own tokens on Ethereum, providing a common set of 
interfaces and functions that different token implementations can use. 
ERC-20 tokens are exchangeable with other tokens and can represent an 
asset, right, ownership, access, cryptocurrency, or anything else that is 
not unique in and of itself but can be transferred.  
 

The purpose of ERC-20 is to facilitate interoperability between smart 
contracts, ensuring newly minted tokens are compatible with third-party 
services like exchanges and wallets. ERC-20 tokens are widely used in 
cryptocurrency, including popular stablecoins like Circle USDC, PayPal 
USD, or Tether USD. The ERC3643 whitepaper illustrates an ERC-20 
transaction: 
 

 
 

 
 
Using ERC-20 for tokenized securities and regulated assets can present 
challenges and limitations. One of the main challenges is that ERC-20 
tokens are fungible, meaning that each token is interchangeable with 
another token of equal value, which may not be suitable for unique or 
non-fungible assets.  
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ERC-20 tokens may not inherently comply with financial regulations, 
especially concerning securities and anti-money laundering laws, which 
may require additional compliance measures. 
 

ERC-721 and ERC-1155 

ERC-721 is a standard for creating Non-fungible tokens (NFTs) within the 
Ethereum ecosystem4. Each token created using ERC-721 is unique and 
represents ownership of a distinct item or content. ERC-721 tokens 
provide a transparent and immutable record of ownership, ensuring that 
all transactions are publicly visible and auditable. Some uses of ERC-721 
include gaming, digital art, and collectibles. ERC-721 tokens can be used 
to tokenize ownership of arbitrary data, drastically increasing the design 
space of what can be represented as a token within the Ethereum 
ecosystem. 
 

Using ERC-721 for tokenized securities and regulated assets can present 
several issues and challenges. One of the main challenges is that some 
tokenized assets, such as virtual items in crypto games and collectibles, 
could run afoul of securities laws. For example, its continued enforcement 
priorities include crypto (see Ripple and Coinbase), and it has signalled 
through recent actions that the issuance of NFTs is within its jurisdiction.  
 

Other legal considerations for NFTs include intellectual property rights, 
anti-money laundering and sanctions implications, cybersecurity 
concerns, and state laws governing virtual currency or money 
transmission. ERC-721 tokens are also unique and indivisible, making 
them more challenging to work with than fungible tokens like ERC-20. 
Because of these additional legal considerations and technical factors, 
using ERC-721 for regulated assets may require additional compliance 
measures. 
 

 

 

 

 

 

 
4  ERC-1155 is becoming a more commonly used NFT standard due to its lower transaction costs and ability 
to support both NFT and fungible tokens in the same collections (e.g., for blockchain gaming, this could mean 
both unique in-game characters as well as fungible in-game resources). While it introduces new functionality, 
the limits for its use for regulated assets remain the same as ERC-721. 
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Introducing ERC-
3643: Addressing 
Compliance in 
Token Standards 
 

 

The ERC-3643 token standard (also known as the T-REX token standard, 
but not the same as the T-REX protocol embeds regulatory compliance 
directly into a token's smart contract framework: 
 
 

 Integrated Compliance Mechanisms: Unlike its predecessors, 
ERC-3643 helps facilitate compliance with KYC/AML and specific 
securities regulations with a consistent framework built into the 
token's architecture. This integration facilitates the efficient 
management of security tokens, ensuring a token’s adherence to its 
offering terms and other legal mandates throughout its lifecycle. 

 
 

 Automated On-Chain Validator System: Leveraging on-chain 
identities for eligibility checks, ERC-3643 introduces an automated 
validator system. This system streamlines the process of validating 
transactions and investor identities, enhancing the security and 
legal conformity of tokenized assets. This structure may enable 
compliance with certain regulated securities applications in certain 
jurisdictions. 

 
 

 Advanced Token Lifecycle Management: The standard provides 
a robust and consistent framework for managing the complete 
lifecycle of security tokens. That includes issuance, transfer 
between eligible investors, and enforcement of certain compliance 
rules, with additional features like token pausing and freezing in 
response to regulatory needs. 
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 Enhanced Security and Flexibility: ERC-3643 builds upon the 
ERC-20 structure while introducing additional functions for 
compliance and security. It includes conditional transfer 
mechanisms, recovery systems for lost access, and functionalities 
for freezing and managing tokens, reflecting a comprehensive 
approach to regulated token management. 

 
That is ERC-3643 in a nutshell. The previous sections explained why the 
standard was needed and how it differs from some commonly used EVM-
compatible tokenization standards. Now, we’ll back up a few steps to 
explore how the ERC-3643 standard came to be. 
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Implementing ERC-
3643: T-REX 
Protocol 
 

Understanding ERC-3643 requires knowledge of the original T-REX 
protocol, which is often considered synonymous with ERC-3643, though 
distinct from the T-REX Platform. 
 

How T-REX Protocol Relates to the ERC-3643 Standard 

The T-REX (Token for Regulated EXchanges) protocol, is a group of 
Solidity smart contracts implementing the ERC-3643 standard. It is 
designed to aid the issuance, administration, and transfer of security 
tokens to help them comply with certain regulations. The protocol 
provides secure and compliant transactions to all the parties engaged in 
the token exchange. T-REX is the most comprehensive implementation of 
ERC-3643 at this time. But first, let’s define some of the moving parts 
separately to avoid any confusion .

 
 The T-REX protocol and the ERC-3643 standard are closely related but 
different. Understanding their relationship requires distinguishing between 
a protocol and a standard in the context of blockchain and tokenization.

 
 ERC-3643 is a specific Ethereum token standard. It outlines rules and 
specifications for creating and managing security tokens in the Ethereum 
ecosystem. The standard helps tokens comply with certain regulatory 
requirements, particularly for securities. ERC-3643 defines how tokens 
should behave and how they enforce compliance and interact with 
components like identity registries and compliance contracts.
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The T-REX protocol is an implementation of the ERC-3643 standard. It's a 
comprehensive suite of Solidity smart contracts that operationalize the 
guidelines in ERC-3643. T-REX includes specific smart contracts and tools 
that facilitate the issuance, management, and transfer of security tokens 
in a compliant way. While it's based on the ERC-3643 standard, T-REX is 
more of a practical application, a toolkit that realizes the principles of the 
standard in a usable form. 
 

ERC-3643 is the blueprint – it provides the theoretical framework and 
guidelines. T-REX, on the other hand, is like a constructed building based 
on that blueprint – it's a practical, ready-to-use implementation of the 
ERC-3643 standard. T-REX ensures that the security tokens created and 
managed under its system comply with the ERC-3643 standard. It's 
common in blockchain for a standard to have multiple implementations or 
protocols that put its rules into practice, and T-REX is one such 
implementation for ERC-3643. 
 

In summary, while ERC-3643 lays down the rules and specifications for 
compliant token creation and management, T-REX is a specific protocol 
that implements these rules, providing a concrete toolset for creating and 
managing ERC-3643 compliant security tokens. 
 

Credibility of the ERC-3643 Standard 

EIP-3643, proposed in 2021 and based on the T-REX protocol, attained its 
"final" status as ERC-3643 in December 2023. This transition signified the 
formalization and standardization of T-REX's methodologies, incorporating 
them into an acknowledged Ethereum token standard. Consequently, 
ERC-3643's ratification facilitated broader adoption and implementation of 
T-REX's systems and processes across various projects and platforms 
within the Ethereum ecosystem. 
 

The non-profit ERC-3643 association has had the opportunity to 
present ERC-3643 to several regulators, including the CSSF 
(Luxembourg), the BaFin (Germany), the DFSA (Dubai), the FSRA 
(Abu Dhabi), and the MAS (Singapore). These regulators have 
appreciated the framework's ability to enforce existing security laws. 
An upcoming meeting with the SEC has also been arranged.  
 

The token standard is widely recognized by authorities (e.g. ESMA), 
institutions (e.g. Citi), and industry leaders (e.g. Polygon) in their 
reports.  
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ERC-3643: 

Technical 
Breakdown 
 

ERC-3643, known today mainly for its implementation in the T-REX 
protocol, is an advanced security token standard created to address the 
specific needs of regulated assets on the Ethereum blockchain. 

 

Core Features of ERC-3643 

As defined by the ERC-3643 whitepaper, the core features of the standard 
are as follows.

 
 



 

Institutional-grade security token framework: ERC-3643 
provides comprehensive interfaces to help compliantly manage and 
transfer security tokens. It utilizes an automated on-chain validator 
system (ONCHAINID) that leverages on-chain identities for 
eligibility checks, compatible with the ERC-734 (identity 
management) and ERC-735 (claims management) standards. That 
can be seen most clearly in the T-REX protocol’s workflow diagram 
below: 
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 Agent role interface: ERC-3643 introduces an Agent role crucial 
for managing access to smart contract functions. That includes 
adding and removing agents, a responsibility typically held by the 
contract's owner. The Agent role is integral in contracts serving as 
Token contracts or Identity Registries under this standard. 

 

 Compliance and transfer conditions: Transfers must satisfy 
several conditions, including sufficient balance by the sender, 
whitelisting and verifying the receiver in the Identity Registry, and 
compliance with rules set in the Compliance smart contract. 
Specifically, the 'canTransfer' function assesses if transfers comply 
with broader compliance rules. 

 

 Identity verification: The 'isVerified' function checks if a receiver 
is a valid investor based on their wallet address being in the 
Identity Registry and necessary claims in their Identity contract.  

 

 Enhanced ERC-20 structure: While building on the standard ERC-
20 structure, ERC-3643 introduces additional functions for 
compliance in security token transactions. That includes conditional 
implementation of transfer and ‘transferFrom’ functions, recovery 
mechanisms for lost access to private keys, and the ability to freeze 
tokens partially or wholly. 

 

 Comprehensive transfer, identity, and lifecycle management: 
ERC-3643 introduces robust frameworks for managing transfer 



 

 

restrictions, on-chain identities, and the entire lifecycle of security 
tokens, including additional compliance rules and features like token 
pausing and freezing. 

 
 

 

Backward compatibility and security: Tokens following this 
framework maintain compatibility with ERC-20 and ERC-173. 
Kapersky and Hacken have audited the T-REX implementation of 
ERC-3643, confirming its security integrity . 

 

Before describing the interfaces that form ERC-3643, we must first 
understand a couple of prerequisites (ERC-734, ERC-735, and 
ONCHAINID). 
 

ERC-734 and ERC-735 

ERC-734 and ERC-735 are Ethereum standards that define a framework 
for on-chain identity management. These standards are the backbone of 
identity verification for ERC-3643, ensuring that the tokens can operate 
within the required frameworks set by regulators in certain jurisdictions9.  
 

ERC-734 is a Key Management Standard introducing a comprehensive 
interface for managing diverse key types (e.g., ECDSA, RSA, WebAuthn, 
FIDO) within a smart contract. ERC-734 facilitates detailed management 
of keys, which can vary in nature (such as for management, claim 
signatures, and actions) and are essential for controlling the identity 
contract (ONCHAINID) in which it is implemented. 
 

The standard specifies mechanisms for adding, removing, and querying 
keys based on their purpose and type, thereby enabling granular access 
control.   
   
Through functions like execute and approve, it supports executing 
arbitrary bytecode, allowing ONCHAINIDs to be used as smart accounts 
for holding tokens. 
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ERC-735 works with ERC-734 by allowing these identities to make and 
receive claims. 
 

A claim is a statement one party makes about another party; for 
example, a claim could verify that an identity has passed KYC (Know Your 
Customer) procedures. 
 

These claims are issued by third parties, known as Claim Issuers, which 
could be trusted entities like government bodies, financial institutions, or 
other certification authorities. 
 

Unpacking ONCHAINID 

ONCHAINID is a smart contract-based system enabling entities to 
establish self-sovereign digital identities on the blockchain, ensuring 
lifetime control and non-removability. It integrates with the ERC-734 and 
ERC-735 standards, stores on the Polygon network, and is EVM-
compatible5 .  
 

The ONCHAINID system upholds a rigorous compliance framework 
through verifiable credentials compatible with W3C standards6 . These 
credentials, or claims, are digital attestations signed by authorized 
entities that vouch for the authenticity of the holder's qualifications or 
status, such as KYC/AML clearances. Ensuring that these claims are 
verified while keeping the underlying personal data off-chain, T-REX 
reconciles the need for stringent security token compliance with the 
paramount importance of data privacy. This mechanism offers a two-
tiered validation process, where on-chain data confirm compliance, while 
personal data verification remains securely off-chain, accessible only to 
trusted parties. 
 
 

Key features of ONCHAINID include: 
 

Smart Contracts: ONCHAINID identities are smart contracts deployed on 
the blockchain, allowing users to create and manage their own identities. 
 

 
5  ONCHAINIDs (OIDs) are universally compatible across all EVM networks, allowing deployment on any such 
network. Utilizing the IdFactory enables maintaining a consistent smart contract address across these 
networks, facilitating the portability of claims. Since the validity of claim signatures hinges on the claim's 
content and the ONCHAINID's address, a consistent OID address ensures that claims remain valid across 
different chains. 
 
6  https://www.w3.org/TR/vc-data-model-2.0/  
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Compliance Layer: ONCHAINID includes a compliance layer that 
preserves confidentiality and ensures data security. 
 

Universal Login: ONCHAINID provides a universal login system for the 
Internet, enabling users to access various services with a single identity. 
 

Multi-Wallets and Multi-Assets Management: ONCHAINID allows 
users to manage multiple wallets and assets associated with their 
identity. 
 

Compatibility: ONCHAINID is compatible with various DeFi protocols, 
security token issuers, and digital asset marketplaces. 
 

ONCHAINID was initially designed as an integral part of the T-REX 
Protocol, allowing the issuance, management, and transfer of 
permissioned tokens. It is used chiefly for security tokens. 
 

Below is a diagram of how ONCHAINID fits into the ERC-3643 framework: 
 

 
 

 
It is important to note that ONCHAINIDs can be utilized as wallets to hold 
ERC-3643 tokens directly, thanks to their built-in approve and execute 
functions. This functionality opens up exciting possibilities for integrating 
the ERC-3643 standard with the emerging ERC-4337 account abstraction 
standard7.  

 
7  While technically possible, holding ERC-3643 tokens in ONCHAINIDs may be confusing for token holders, as 
the tokens will not be visible in their usual wallets (e.g., MetaMask). However, this is similar to holding tokens 
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By implementing ERC-3643 to support ERC-4337 userOperations, users 
can interact with their digital identity and associated tokens in a more 
flexible and user-friendly manner. This integration allows for alternative 
authentication methods, such as WebAuthn or FIDO, which enable users 
to sign transactions securely without the need for direct on-chain 
interactions. 
 

Moreover, the use of paymaster contracts, as defined in the ERC-4337 
standard, can streamline the user experience by abstracting away the 
complexities of gas fee management. Paymasters can cover the gas fees 
associated with on-chain actions, reducing friction for users and making it 
easier for them to interact with their ERC-3643 tokens. 

ERC-3643 Interfaces 

The ERC-3643 standard comprises a few key interfaces. 
 

 Identity registry interface: This interface links to a storage 
containing a dynamic whitelist of identities, correlating wallet 
addresses with Identity smart contracts and investor country codes. 
The Identity Registry, managed by agents, plays a pivotal role in 
verifying investor eligibility. 

 

 Identity registry storage interface: It stores the identity 
addresses of authorized investors and separates the Identity 
Registry functions from its storage, facilitating a single Identity 
Registry contract per token but with a shared whitelist.  

 

This design allows the decoupling of the logic of managing identities (such 
as adding, updating, or verifying investor details) from the actual storage 
of identity data. By separating these concerns, ERC-3643 enhances 
security, flexibility, and scalability.  
 

Changes to the logic or the storage mechanism can be made 
independently, reducing the risk of errors or security vulnerabilities 
affecting the entire system. Each token has its own dedicated Identity 
Registry contract, which handles identity-related functions for that specific 
token.  
 

However, the underlying whitelist (the list of authorized investors) can be 
shared across different tokens. This approach allows for unified and 
centralized management of investor identities across multiple tokens, 
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making it easier to maintain compliance and streamline operations. Each 
token can enforce its specific compliance rules while leveraging a common 
pool of verified investors. 
 

 Compliance contract: The Compliance contract sets and ensures 
adherence to the offering's rules throughout the token's lifecycle, 
defining parameters like investor limits per country and maximum 
token amounts per investor. 

 

 Trusted issuer’s registry interface: This stores contract 
addresses of trusted claim issuers necessary for an investor to hold 
the token. It's managed by the owner, who controls the addition, 
removal, and updating of Trusted Issuers. 

 

 Claim topics registry interface: Storing trusted claim topics, this 
interface ensures that the Identity contract of token owners 
contains necessary claims. 

 
 
The diagram below illustrates how these interfaces and contracts work in 
tandem: 
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Transacting in the 
T-REX Protocol: 
Performing an 
ERC-3643 Asset 
Ownership 
Transfer 
 

This section outlines the transaction process in the T-REX Protocol, which 
is currently the first implementation of the ERC-3643 standard. See the 
diagram below for a simplified visual of a transaction between peers in 
this protocol. 
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1. Transaction Initiation 
 
The process begins with initiating a transfer, typically invoked through the 
‘transfer’ or ‘transferFrom’ functions of the ERC-3643 token contract. 
These functions are called with specific parameters, including the 
recipient's address and the number of tokens to be transferred. This step 
sets the stage for a series of validations ensuring compliance and 
eligibility. 
 

2. Token and Identity Verification 
 
The Identity Registry interacts with the ONCHAINID contracts, linking 
wallet addresses to verified identities. This linkage ensures that both the 
sender and receiver of the transaction are recognized entities within the 
ecosystem. The verification process assesses the presence and validity of 
the necessary claims in the participant's ONCHAINID, ensuring eligibility 
for token ownership and transfer. 
 

3. Compliance Checks 
 
Following identity verification, the token contract invokes the Modular 
Compliance contract. This contract contains the rules of the token offering 
and conducts checks to ensure the transaction adheres to these rules. For 
instance, it may verify: 
 

 The number of transferred tokens does not exceed the holder’s 
permissible balance. 

 The buyer meets the specific criteria set for the token (e.g., 
geographical restrictions, investor accreditation). 

 The transaction does not violate any holding period requirements or 
lock-up periods. 

 

If the transaction fails to meet any of the compliance criteria, the process 
is halted, and the transfer is not executed. 
 

4. Claim Validation 
 
Simultaneously, the Identity Registry confirms that the buyer’s 
ONCHAINID holds the necessary claims (issued by trusted claim issuers) 
required for token ownership. This step ensures that only eligible and 
properly vetted participants can hold or transfer the token. 
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5. Execution or Rejection of the Transfer 
 
If the buyer’s identity is verified, their claims are validated, and the 
transaction meets all compliance rules, the token transfer is executed. 
The smart contracts update the on-chain ledger to reflect the change in 
token ownership. Conversely, it is rejected if the transaction does not 
meet the regulatory or issuer-imposed criteria. In case of rejection, the 
framework can provide feedback on the non-compliance issue, guiding the 
involved parties in rectifying the situation. 
 

6. Event Logging and Audit Trail Maintenance 
 
The entire transaction process is recorded on the blockchain, providing a 
transparent and immutable audit trail. Regulators, issuers, and token 
holders can verify transactions, ensuring each transfer complies with the 
applicable regulations and issuer requirements. 
 

The diagram in Figure 3 below illustrates the transfer of asset ownership 
in the T-REX protocol, explicitly focusing on the movement of tokens 
(ERC-3643-compliant, permissioned tokens) throughout the transaction 
process. 
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The T-REX Factory 

The T-REX Factory is the central component in the T-REX protocol for 
security tokens, serving as the deployment engine that bundles and rolls 
out the entire T-REX suite. It's essentially a smart contract that executes 
creating and configuring all necessary components in a single atomic 
blockchain transaction. That includes the security token itself and the 
surrounding infrastructure needed to ensure compliance and manage 
identities. 
 

The T-REX Factory is designed to work with an Implementation Authority 
responsible for managing the versioning of the T-REX smart contracts. 
This setup allows for updates and modifications to the system without 
disrupting existing tokens or services. The T-REX Factory ensures that the 
correct versions of smart contracts are deployed and correctly configured 
to interoperate8 . 
 

When a new security token is to be deployed, the T-REX Factory will, in a 
single transaction: 
 
 

 Deploy a Trusted Issuers Registry to store the addresses of entities 
authorized to issue claims about token holders. 

 Set up a Claim Topics Registry that lists the types of claims required 
for holding or transacting the token. 

 Create an Identity Registry that links investors' wallet addresses to 
their verified on-chain identities, ensuring only eligible investors can 
hold the tokens. 

 Implement a Compliance smart contract that defines the rules of 
the token offering, which are then enforced on-chain during token 
transfers. 

Figure 4 shows the flow of interactions between all the moving of the 
framework: 

 
8  The T-REX protocol leverages ERC-1822's Universal Upgradeable Proxy Standard (UUPS) for enhanced 
upgradeability, diverging from direct storage of the implementation contract's address in proxy storage by 
utilizing an external Implementation Authority for managing contract versions. Additionally, it adopts the 
Beacon Proxy Standard, which employs a beacon contract for centralized, streamlined updates of the 
implementation address. This setup simplifies upgrades across the ecosystem by allowing for simultaneous 
updates and provides token issuers flexible control over token versioning. 
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Figure 4: ERC-3643 Interaction Flowchart 

 
 

After the deployment, the T-REX Factory doesn't just stop functioning. It 
is part of an ongoing system with continuous checks and updates.  
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ERC-3643 Adoption 
and Ongoing 
Developments 
 

Founded in July 2023, the ERC3643 Association is a non-profit 
organization that promotes ERC-3643 and focuses on developing best 
practices and tools for compliant blockchain-based asset tokenization. The 
ERC3643 Association has expanded education, awareness, and capacity 
for the development of the ERC3643 ecosystem. 

 

 

 

As part of its work, the ERC3643 aims to transparently report on the level 
of adoption of the ERC-3643 standard. Understanding the adoption of the 
ERC-3643 standard is relevant for a few key reasons: 

Growth of Tokenized Asset Market: The adoption of ERC-3643 can be a 
strong indicator of the growth and maturation of the market for tokenized 
assets. As more assets are tokenized using this standard, it reflects an 
increasing acceptance and utilization of blockchain technology for asset 
representation, potentially transforming traditional asset markets. 

Standardization and Interoperability: The adoption level of ERC-3643 is a 
measure of how standardized the process of tokenization is becoming. A 
widely adopted standard promotes interoperability among different 
platforms and applications, facilitating a more seamless and integrated 
blockchain ecosystem. 
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Innovation and Development Insight: Monitoring the adoption of ERC-
3643 across different industries can provide insights into the areas of 
innovation and development within sectors such as capital markets, real-
estate, precious metals, sustainability and environment. It helps in 
understanding which types of assets are being tokenized and the 
emerging use cases, guiding future developments and investments in the 
space. 

Regulatory Landscape Understanding: The extent to which ERC-3643 is 
adopted may be influenced by the regulatory landscape. Understanding 
its adoption can provide insights into how regulations are shaping the 
market. 

Investor Interest and Market Dynamics: Tracking adoption can shed light 
on investor interest and confidence in tokenized assets. A rising adoption 
rate might indicate a bullish market sentiment, while stagnation or decline 
could signal issues or a lack of confidence in the market. 

 

 

 

As of 05 March 2024, our analysis of the existing ERC-3643 deployments 
reveals the creation of 142 tokenized assets across three networks: 
Ethereum, Polygon, and Avalanche. 

In 2020, most tokenized assets were created on Ethereum, being the 
primary network for EVM-compatible smart contracts and leveraging its 
first-mover advantage and extensive adoption within the enterprise 
blockchain community.  A notable increase in ERC-3643 tokens on 
Polygon can be seen starting from March 2022 which might be due to 
lower transaction costs, higher transaction speed. 
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It is also interesting to observe the gradual increase of contracts on 
Avalanche from September 2022, with a spike in December 2023 and in 
February 2024, which could be attributed to strategic initiatives or growth 
in the Avalanche ecosystem.  

 

 

 

 

In addition, the ERC3643 Association recently released an open-source 
plug-in UI component for the ERC-3643 standard. This plug-in allows 
any ERC-20 compatible DeFi applications to interact with permissioned 
tokens issued with the ERC-3643 standard seamlessly. These 
permissioned tokens include RWA tokens, tokenized securities, loyalty 
tokens, stablecoins, and CBDCs and are compatible with any 
applications supporting ERC-20. 

 

However, as ERC-3643 tokens add a compliance layer, transactions will 
fail if conditions are unmet. Without implementing an additional 
notification system, users will only receive a basic alert indicating that 
their transactions have failed without any further details or explanations 
provided. The plug-in enables DeFi applications to provide notification by 
returning the reason for transaction failure and a link to the onboarding 
platform of the ERC-3643 tokens to get qualified after running compliance 
checks on ERC-3643 tokens, which we have defined as crucially different 
from ERC-20 tokens.
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ERC-3643 
Contemporaries: 
Related Standards 
for Tokenized 
Assets 
 

With a comprehensive understanding of ERC-3643 established, let us now 
turn our attention to related standards that share similar goals and 
objectives. By examining these standards, we can gain a broader 
perspective on the ecosystem of solutions aiming to address common 
challenges and drive interoperability in the field. 
 

ERC-1400 

ERC-1400 is a proposed security token standard developed by Polymath 
to bring consistency to issuing, trading, and managing security tokens. It 
is designed to address regulatory challenges and ensure investor 
protection, particularly in securities offerings. ERC-1400 includes features 
like forced token transfers, partitioned balances for transparency and 
auditability, and automated compliance and investor identification. It is 
part of the ST20 protocol and aims to create a unified framework for all 
security tokens. The standard is under development and promises to 
increase interest in security tokens and alleviate many regulatory 
concerns. 
 

ERC-1400 was proposed in late 2018 but has yet to be formally accepted 
or included in the EIP repository. Still, ERC-1400 is worth comparing to 
ERC-3643, as it is another approach to tokenizing securities. ERC-3643 
and ERC-1400 focus on security tokens and aim to enforce compliance 
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rules and control transfers to eligible investors. They differ in their 
approaches to managing compliance and transfer control.  
 

With ERC-1400, each transaction must be validated by a specific key 
generated off-chain based on the compliance requirements of the issuer 
and the jurisdiction. This approach is different from ERC-3643, which uses 
an automatic validator system on the blockchain to enforce compliance 
rules based on on-chain identities and attestations. 

ERC-1155 

ERC-1155 is a token standard in the Ethereum ecosystem that allows for 
creating fungible and non-fungible tokens within a single smart contract. 
It is a multi-token standard that combines the functionality of previous 
standards like ERC-20 and ERC-721, making it more efficient and 
correcting obvious implementation errors. ERC-1155 enables the efficient 
transfer of fungible and non-fungible tokens within a single contract, 
reducing transaction costs and complexity.  
 

It has several unique features, such as support for an infinite number of 
tokens, semi-fungible tokens, safe transfer functions, and metadata 
storage capabilities.  
 

ERC-1155 has use cases in various applications, such as gaming, creator 
monetization, digital art and collectibles, and tokenized real-world assets. 
All major NFT marketplaces, including OpenSea and Rarible, have adopted 
ERC-1155. However, it does not take steps beyond ERC-721 to address 
security token considerations. 

ERC-2222 

ERC-2222 augments the ERC-20 token framework by incorporating a 
Funds Distribution Standard, facilitating the proportional distribution of 
funds to token holders. This standard is particularly relevant for tokens 
representing dividend-bearing assets, automating the distribution process 
to reflect the true ownership of the underlying assets. 
 

Proposed as an EIP in 2019, ERC-2222 continues to be refined through 
collaborative efforts on GitHub. The standard contributes to the 
ecosystem’s ongoing initiatives to formalize the tokenization of RWAs, 
aiming to address both regulatory compliance and investor assurance 
concerns within the blockchain-based financial sector. 
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ERC-4626 

ERC-4626 is a token standard introduced for the Ethereum blockchain, 
aimed at providing a uniform API for tokenized vaults that accrue yield on 
a single underlying asset. Termed as the Tokenized Vault Standard, it 
seeks to streamline the technical aspects of such financial instruments. 
This standard expands upon the ERC-20 framework, offering a structure 
through which users can derive earnings from their investments. It can 
also be combined with ERC-3643 to create vaults for ERC-3643 tokens. 
 

The standard serves as a foundation for developers, offering a consistent 
framework for constructing contracts that handle yield-bearing assets. It 
aims to reduce the complexity of developing these applications, 
facilitating easier integration and broadening the accessibility to yield-
generating opportunities. 
 

Since its proposal in May 2022, ERC-4626 has been under active 
consideration and enhancement as part of the EIP discussions on GitHub, 
signifying its ongoing development within the Ethereum developer 
community. 

ERC-6960 

ERC-6960 introduces a Dual Layer Token standard conceptualized to 
refine token taxonomy and enhance asset management on the Ethereum 
network. Authored by the Polytrade team, this standard is engineered to 
encapsulate RWAs and facilitate fractional ownership. According to the 
team, it effectively amalgamates the features of established token 
standards—ERC-20 (fungible tokens), ERC-721 (non-fungible tokens), 
and ERC-1155 (multi-token standard)—and pioneers a two-tier 
classification system characterized by mainId and subId components. It 
can also potentially be combined with ERC-3643 tokens to bring the 
compliance layer of ERC-3643 to sub-assets. 
 

This bifurcated system permits a nuanced hierarchical arrangement of 
tokens, dissecting a singular asset into numerous sub-assets. It would 
enable assets that can be fractionally owned and traded, enhancing their 
liquidity and accessibility. The Dual Layer Token standard was proposed 
to the Ethereum community in April 2023, with ongoing development and 
discourse on GitHub as it progresses through the EIP process. 
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CMTAT 

The CMTAT is an open standard from the Capital Markets and Technology 
Association (CMTA). It is a digital token framework that enables the 
creation of so-called "ledger-based securities" in compliance with Swiss 
law. In line with the evolving standards for tokenized assets, CMTAT is 
designed to enhance regulatory compliance within the Ethereum 
ecosystem. This standard builds on ERC-20, like ERC-3643, introducing 
mechanisms for identity verification, anti-money laundering (AML) 
protocols, and Know Your Customer (KYC) compliance directly within the 
token transfer framework. It is licensed under the permissive MPL 2.0 
license. 

CMTAT aims to streamline the compliance process for tokenized assets, 
making it an essential tool for issuers and investors dealing with 
securities, real estate, and other regulated financial products. Unlike ERC-
3643, CMTAT focuses explicitly on integrating regulatory compliance 
measures into the token issuance and transfer processes, ensuring 
adherence to legal and regulatory standards at every transaction stage. 

This standard is particularly significant for projects seeking to navigate 
the complex regulatory landscape of tokenized assets, providing a clear 
pathway for compliance with local and international regulations. As of 
February 28, 2024, CMTAT continues to be refined and actively 
developed. 
 

Compared to ERC-3643, CMTAT offers similar features:  
 Document management 
 Snapshots/checkpoints 
 Support of debt instruments 
 Security identifiers 

 

Again, compared to the ERC-3643, CMTAT lacks some features: 
 On-chain identity management 
 Forced transfers function 
 Contract version tracking 
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